IS YOUR PRODUCT PKI ENABLED?

THEDOD
PUBLIC KEY
INFRASTUCTURE (PKI)
TEST FACILITY

If so, contact JITC for all your testingneeds. TheJITC
DOD PKI Laboratoryfulfillsacrucial roleinhelpingthe
DOD PKI reachitstarget of supporting abroadrangeof
security-enabled applications and providing for secure
interoperability betweentheDOD anditsfederal, allied,
and commercial partners. By helping PKI customers
better understand theimplications associated with PKI
deployment and utilizationinapplications, theJITC can
better preparethemfor PK1’ s deployment.

CALL US TODAY
1-800-LET-JITC
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JTC PKI Team Leader The Premier DOD PKI Test
DSN 879-5362 .
(520) 538-5362 Facility
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INTRODUCTION

JITCisthepremier DOD Public Key Infrastruc-
ture (PKI) test organization. We provide support
to DOD and commercial partners to help suc-
cessfully deploy a fully interoperable PKI.

PKlisanintegral part of theDOD'sI nformation Security
strategy. TheDOD iscommittedtousingPK 1. Services,
Agencies, developers, and vendors must preparefor the
deployment of PKI services. TheJITC canhelp you in
that preparation! Our PK1 Test Laboratory andteamare
strategically positioned to provide necessary servicesto
DOD PKI customers and vendors. JTC provides an
environment totest applicationsfor interoperability with
existing and planned DOD PKI technologies. What this
means for you and your organization is a smooth and
seamlessintegrationwithDOD PKI.

JITC PKI LAB CONFIGURATION

TheJITC Test Laboratory is a copy of the operational
DOD PKI Class 3 Environment. Class3 Environments
handleapplicationswithmedium- valueinformationina
low to medium risk environment. Thelab providesthe
same PKI operations as the DOD PKI installed at the
Regional Support Activities(RSA). Thelabcandoall the
functions of the operational DOD PKI but in a test
environment.

The current configuration of the lab is shown in the
JTC PKITEST ENVIRONMENT diagramontheright.
JITC plansto continuebuilding upontheDOD PKI Lab
and increase capabilities as a test facility. The plans
includeupgradingto Class4 andeventually Class5 PKI.
Class4isintended for applications handling mediumto
high value information in any environment. Class5is
intended for applications handling high-valueinforma-
tioninahigh-risk environment.

In addition to serving as a test site for applications
enabled by PK1, thelab provides atest environment for
the operational DOD PKI1, a Beta test environment for
planned DOD PK rel eases, aswdll asother environments
as needed.
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THE JITC PKI CAN BENEFIT YOU

The services and products offered by the JITC PKI
Labwill dothefollowing for your organization:

4 Compatibility andinteroperability with existing

and planned PK1 technol ogies and applications.
Improve product quality and functionality.
Reducetechnical risk.

Make comprehensive PK1 efforts moreaffordable.
Offer awiderangeof PKI certifications.
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JITC PKI LAB CAPABILITIES

The JITC PKI Lab is capable of simulating PKI-
enabled products and applications. Below are several
of thefunctionsweperformfor Government and commer-
cial PKI-enabled applications and products.
Formalized I nter oper ability Testing

Regression Testing

MessageTransfer Load Testing

Network Analysis

Electr onicCommer ceEnvir onment Smulation
Conformance/ComplianceTesting

Certification L etters

Protocol ImplementationTesting
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FLEXIBLE CONFIGURATIONS

To provide environments for various test scenarios, the
JTCPKI Laboratory may beconfiguredinawidevariety
of ways offering versatile connectivity and multiplecapa-
bilities.

JITC PKI CERTIFICATE AND DIRECTORY
SERVICES

JTC istheofficial DOD test facility for the issuance of
PKI Class3 test certificates. Thefollowing areservices
we provide for those organizations and programs that
performtheir owntesting.
¢ Operational and Developmental CertificateSer vices
¢ Digital Signature/SSL end-user certificates
¢ Encryptionend-user certificates
¢ Servercertificates
¢ Operational and Developmental Dir ectory Services
¢ Directory services
¢ CatificateRevocation Lists (CRLS) and sevices



